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IntelliSys

National Weather Study Project

Introduction Weather Station Map  Weather Display Data Download Graphical Plot Services

Local News:

L
NTU News
‘ ' : [ Lianhe Zaobao, 19 Apr 2007
X CHNAOnline, 19 Apr 2007
The Straits Times, 18 Apr 2007
1 CNAOnline, 16 Nov 2006

The National Weather Study Project (NWSP) is a large-scale community-based Microsoft Press Release:
environmental initiative that aims to promote the awareness about weather patterns,
climate change, global warming and the environment among the youth population in
Singapore. Under this project, hundreds of mini weather stations are deployed in schools
throughout Singapore. Students at the participating schools use these weather stations ~
to undertake various weather and environmental study projects. Physical Worlds

Support From Microsoft Help
Researchers Merge Digital and

Embra
Earth

cing Real Life in Virtual

A National Weather Sensor Grid is being set up to connect the school weather stations, so
that the weather data can be automatically collected and stored in a Central Data
Depository (CDD) in real time. The weather data will be made available for education and

S . . . SensorMap : Browsing the
research purposes. Tools and applications to query, process, visualize, archive and search Phyeical Warld in Real-Time 2007
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the weather data will be developed.
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What Is Sensearloud Computing?

The sensors may continue sensing a steady stream
Information or passively report the observation

Data are relayed through a gateway and middleware
layer network, where sensing data is consumed by tl
Osensatoud infrastructureO
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Motivating Scenarios: Chemical Tracki
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Scenario

Chemical X spill from the upstrean
factory

It is hazardou® and no known
sensors capable to detect OXO
deployed along the river

Specific sensors can be produced

Yirtual but we need to form a sensor
Sensor

Data

(3 ~3'e hetworkmmediately

= i

Requirements
Need amulti-sensingsensors
that capable of detecting unique
characteristics to detect chemical
X
Need to form asensor network
in such a way to help researcher
assess the damage using a
Network flow model
Thesesensors need to

collaborate in such a way that
the down stream sensoegjuire

inputs fromupstream sensors in
its statistical assessment and
analysis



Motivating Scenarios: Chemical Trackil

Advantage of Sensorcloud
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Sensocloud Architecture

Sensor-cloud users
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Sensor-Centric Layer

WSN Owner  WSN Owner
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ClientCentric Layer

A service gateway to the working
session and missimanagement

A service gateway to the virtual
sensors

Middleware Layer
Administrates:
Service Negotiation

Virtual sensor fabrication
Virtual network deployment
Service lifecycle

Accounting (e.g., Billing etc.)

SensorCentric Layer

Provides the DNIe function to

rovision the inter conn ct|V|t
Between sensanﬁo d an y

physical sensor network



Virtual Sensors

A Virtual Sensor

An image of an application with the
sens_lngI capabilities inherited from
physical sensors

A virtual sensors act as a Software as

a Service$aa3 which is responsible
for processing the data which is sensec
by the physical sensor

User is projected with an illusion
that the instance given to him is
the physical sensor which does the
sensing

Platform as a ServicB#a3 provides

the computation, and repository

environment fdaaS

Infrastructure as a Servi

provides the gateway between virtual
and physical Sensor



Virtualization

Virtualization

- (B Virtualization can be done in many ways.

One-on-one virtualization:when one physical senso
IS mapped to one virtual sensor

/’7'—\ Many-to-one virtualization: when multiple physical
Ve e~ .. sensors are mapped to one vjrtual instance. This
iy ﬂances a thBgI sensor Wltl'l reaitsing capal lﬂlty

' Oneto-many virtualization: multiple users share the

same physical sensors, but through their own instar
allocated to them by the middleware

i\ A
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praes b wis gk wEsE S
g, WA R o Y N g g

£ ; The virtualization projects to the user that they are the s
_ user of that corresponding physical sensor as well e
the abstraction that the user is interacting with the
physical sensors directly

The commands issued by the user are passed on to the
physical sensors by the middleware. The group whi
the user creates is visible to him and the administra
who handles the application



Service Lifecycle
S =

Service Lifecycle

In sensecloud computing, users do not need to know what types of physical sensors are deployed.
! They only need to know what they wanute the them for
Service Negotiation

! The process between usargd the sensecloud where the user challenges the seakkard service with the

usescenario
1 Theuse scenarics described as a set of expectations on the environment in which the user want to do the

sensing operation
Service :
Negotiatio

Switching S\vitching Switching

Sensor-Cloud

| need 150 heat sensors /
sg. miles in St. Louise
between 2:00Dto 6:00 pm

A‘

*m



Service Lifecycle

I S,
Service Lifecycle

In sensecloud computing, users do not need to know what types of physical sensors are deployed.
! They only need to know what they wanute the them for
Service Negotiation

! Assuming an existence of the service discovery unit which is capable of locating the sensors that meet tf
criteria, sensor cloud can determine if it could host such a serwezvice Negotiation

! Upon agreement, the sensdoud instantiates virtual sensors and delegate the ownership to a user so as't
allow him to temporary control the sensing operation via the transaction managenkabtrication

Service Sensor L
Negotiationd” fabrication
sensqr-Cloud ‘ ‘ ‘

- Switching Switching Switching

Can it be 100 / sg. miles or
between 6:00Dto 8:00 pm
instead?




Service Lifecycle

Service Lifecycle

In sensecloud computing, users do not need to know what types of physical sensors are deployed.
They only need to know what they wanutge the them for
Sensing Mission

Sensing data is collected by the physical sensors where the-sensbensure freshness of sensing
operation through the sensor network audition and standard code of conduct
The readings are collected by virtual sensors whepraness operation can be executed

Inprocess computa:ion can be done in eit:iE WSN or middleware.

The MiddlewareOs computation capability enhance the processing cap
with a more complicate operation such as data fusion, reasoning, etc. ’

Sensor-Cloud

Switching Switching Switching




Service Lifecycle

I S,
Service Lifecycle

In sensecloud computing, users do not need to know what types of physical sensors are deployed.

! They only need to know what they wanute the them for

Mission Termination

! When the missioeponcludes, the final result is ported to the end user and the whole session is terminated
! The sensecloudplace the invoice and the physical sensors are released from the mission

! Sensofcloud users do not have deal with the maintenassiees to the physical sensors

Service Sensor L In-process Mission
Negotiationd” fabrication Sensing computing Terminatio

A A

Switching Switching

A

Switching

’

Sensor-Cloud




Scheduling Problem in Sensor Clot

Multiple WSN owners collaborate together to provide a sensor
service.

The environment provides flexibility and energy savings to user
receive sensor data at different sampling time intervals by shar
Users may like to consume data in following ways:

Data at specific frequency

Ad-hoc data requests

Event based data

a challenge to schedule WSNs such that it serves maximum nu
of users for different types of tasks

Rashmi Dalvi and Sanjay Madria, Energy Efficient Scheduling efremdarity Tasks in a
Sensor Cloud, in proceedings of 20th International Conference on Database Systems fo
Advanced Applications, Hanoi, Vietham, (DASFAA) April, 2015



Types of Tasks

Type 1DT1: PUSH Requests (data at a specific frequency)
Most expensive when used at short time interval
Preempts other requests
Inputs Plocation, sensing phenomena, duration, frequency

For specific set of sensors the operating frequency is minimum frequency
among all requested frequencies of task T1

Type 2DT2: PULL Requests (one time data)
Ad-hoc requests
Inputs Blocation, sensing phenomena

Type 3DT3: Event Based requests
Inputs Blocation, sensing phenomena, condition to monitor, duration, frequency

Based on notifications this type is further classified as
Notify once (less expensive)

Notify until condition is false( more expensivepas expensive as T1 on event
occurrence



Allocation Problem in Sensor Cloud

Minimize the energy consumption to keep most of the sensors
where not needed.

Cloud of heterogeneous sensor networks has sparsely and
densely deployed WSNs working together.

In dense zones, It iIs unnecessary to turn on all the sensors,
because sensors in the vicinity tend to sense same data.

In sparsely deployed zones, it is expected to allocate as many
sensors as possible.

Use spatial correlation, it is important to avail a solution to turn
only the required sensors on.



Sensor Cloud Architecture
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System Setup & Implementation
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Multi-User Environment
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Virtual Sensors

I"H$%" 8" () &S &HS+)+8&H#&), %-.)/01)23)

%0$4%$3$ #$+)&3)+&H&),-%)&)34$52,25)62%#78 Aegregaton O virtualwisw
3$"3-% @ Physical WSN
82%#78&")3$"3-%3)%$4%$3$"#3)*$-*%& 49258 |

%$*2-":3;)3$'$5#%$+)<()&) 73$% Aegregation

Aggregation
19$")73$%)"$$+3)+&#&),%-.)&)%$*2-")=9250)
23)&)5-"$5#2-")-,). 7'#24'$)/013>)#9%$)

2++'$=8%%$)&57"-='$+*$3)#9$) %S @ 7$3#3)
&'+),-%=8%+3)&5#268#2-"). $33&*$)#-)

&33-528#$+)<&3$)3#&H#2-")3$%6$%3A)BEHE) Y| I Pl hysial P

#9$3$)/013)&%6$) & %S+ &HS+)&"+)+234'&($+) il Lk Dat Lt
#-140%$)735%6)83)4$%6)#9$296) %S @ T$3H "H$%68" () (*+,%-.%/'01-(2%1+ ('%')*+%
C923)844%-&59)4%-62+$3)-58#2-") 3').9%3'4'3%/-5'%('6('7'/07%) %8 9::%
HO5&"3A8YS () T3E%3)<()92+2" ) +$#82'3)  <O+'(%/-5'T%('6('7 /0% (‘#"-/7;%<(5' (%
&<-T#)49(325&’)-5&#2-"3)-,)/013>)=92'}) -.%5)0)%)##('#)0"-/%.-(%4"(0=)3%
+2343"32™)1#952%)35%625%) %@ $3#3A 717-(T%5'6'157%-1%"07 %6-7"0"-/%"/%0+

0("%0-6-3-#,:



Sensor Cloud GUI

I R ———SSSSSSSSS:

Ploase select the region to activate respective Wireless Sensor Networks:

Wireless Sensor Networks are avallable in following reglons displayed in the tree hlerarchy.
To view available regions, m se click on the arrow icon to expand the tree further.

Reglon at any level in tree rchy can be selected.

One or multiple regions can be selected from the hierarchy one after the other.

Selection can be verified from the Textbox shown below.

To reset th. -.loctlon. please click on Clear button below.

IKATCH |/_l
L ¥

)D

‘ iunation)
bRockford - IL (Leaf Node) (v oluation)
BSpringfield - IL (Leaf Node) (. oluaiion

Selected locations for aggregation of data:
(Chicago - I | Clear |

1"#$%8&' ()*+%, -*.1%012%3*+96)'-' 45" (%*3%6'#"* (%*3%2(5'+)57%8+"%)5+.45 . +'%
-'35%9: (/%) "'%*3%59'%012%/"):-:<)%: =:"-:>-'"%+"#"*()%9: ="(#%? & @ %)'+="4")



Sensor Cloud GUI

I

Please select type of data delivery:

Data delivery can either be Unsecured 1.e. not encrypted or Secured |.e. encrypted.
) Unsecured - (Data is not encrypted by secure key)
® Secured - (Data is encrypted and hence secured)

Please select Sampling Frequency (seconds) :

Wdauwmbom?edatmumpnngmcy.
10

Please select Sampling Duration (minutes):

E)am will be sampled for San]lpung Time Duration.
10

Submit

"#$%&'()*+%,-*./%012%3*+%)"'-'45"*(%*3%)'+6"4'%755+"8.5")9%1)"'+)%):'4"3;%5<""+%.
)'4.+"5;%*:5"*()=%5">"%3+'?."(4;%75% @<"4<%/757%@"--%8'%)"()' /=% 7 (/%! .+ 75"*(%*:



Sensor Cloud GUI

_Play | | Stop || Pawse

Select Sensors:

W Light ®Temperature ©) Humidity " VRef ©)IR Radiation
ChooseSemsorType |

Temperature vs Time
W Temp

(Cetsus)
20
10
o

-10

06:12:48 06:13.:04 06:1315 06:1325 068:13:36

1"#$%8&' ()*+%, -*./%012%/")3-45" (#%67'%+'8""9'/%)'()' 1%/ 46 4%" (%6"4-
"(Y%#+437"84-%<*+;46



Internet of Things: Sensor Grids supporte
by Sensor Cloud

Distributed Access to Sensors

Sensor Cloud and services driven
Sensor Grid Controller and I_|nk by sensor data
to Sensor Services )
Client
Sensor %%+,
"#$%&' Application
Enterprise App
#5968 "#$%&'()%*+
Sensor - )r0)$ N :
- 1"H&20%6#345 ()*%+, Client
- ("%+45 Application
- GEME20%H3ES Desktop Client
*0
Sensor 1"#$%8&" ()*%+,
Client
Application
Web Client

Smart phones, Kindles, Tablets, Kinects-&8ebs, robots, are sensors

PubSub Brokers are cloud interface for sensors

Filters subscribe to data from Sensors Indiana University
Naturally Collaborative

Rebuilding software from scratch as Open Soficellaboration welcome
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Sensor Cloud Middleware

Sensors are deployed in Gri
Sensors are discovered thro
the Sensor Cloud sensorcidand (TR y

I Cloud Middleware
Grid and Sensor Grid are
abstractions on top of the

Cloud Controller

underlying Message Broker
Sensors Applications conne 5

simple Java API

Web Interfaces for video
(GoogleWebM), GPS and
Twitter sensors

-

Communication

D I N8 Messages

Main Component

Oécapter; Inkerface




Cloud4Sens

A framework for managing sensing resources in the
cloud and providing them as service

Framework consists of two strategies to choose frol

Data Centric
Cloud provides sensed data to client without knowledge of
how data is measured and processed

Device Centric
Clients use virtual sensing infrastructure and customizes it :
per as their needs

Maria Fazio and AntoRlaliafitp|EEE Communications Magazine, Communicatio
Standar&upplemenmarch 2015



Types of Services

A cloudoriented solution to integrate heterogeneous

Monitoring Infrastructures (MIs), the consumer, Into
cloud according to agreements between the
Cloud4Sens provider and MI administrations

Real time access
Time scheduled access
Limited access to physical infrastructure or data



Different Ml Models

MI provides data as open sensory data through the
Web.

Cloud4Sens integrates such type of data and
develops a specific adapter for such type of data
provisioning

MI owner Is both the resource provider and consum

They exploit Cloud4Sens to extend their physical
Infrastructure by using cloud virtual infrastructure



cont..

In Cloud4Sens, a client can be an end user or a
software program.

Cloud4Sens provides two types of services, at the
laaSand PaaSlayers, according to théata-centric
and device-centric models In offering
sensing/actuation resources



Cloud4Sens: Architecture Overvie
1

PaaS layer

laa$ layer

Monitoring infrastructures (Mls)




Data Centric Model

Gathers physical measurements & environmental
Information from heterogeneous Ml

Organizes them according to a uniform format
To support resource provisioning, Cloud4Sens
Implements ®aa$S storing and abstracting
heterogeneous sensing/actuation data

Clients do not need knowledge of monitoring system
and can access data through high level interfaces



Device Centric Model

Offers a sensing/actuation infrastructure to the client:
Implemented akaS

This infrastructure aggregates sensing and actuation

resources that the applications exploit to deliver
services to the end users

Cloud principles enable the virtualization of such
Infrastructure, hiding specific deployment issues fron
the end users

Resources are managed as a customizable virtual nc



Summarize: Dateentric vs. Devigentric
1

# Feature Data-centric Device-centric
1 Type of resources Data Infrastructure
2 Type of offered cloud service PaaS [aaS

Full control of of
sensing/actuation
resources, and the ability
to customize the behavior

Environmental informa-
tion, contextual
measurements, and
compound observations

3 Client needs

of devices.
Support for heterogeneous
4 distributed infrastructures Yes Yes
5 Need of abstraction technologies Yes Yes
6 Need of virtualization technologies No Yes
7 Decoupling between cloud and High Low

MI activities



Mobile Cloud Computing and WSI

Integration of WSNs and Mobile Cloud Computing

(MCC) platforms
WSN provide sensory data to the cloud platform
Mobile users requests data from the cloud

Addresses the areas of
Usefulness of obtained sensory data
Reliability of WSN

C. Zhu et. al. , Toward Offering More Useful Data Reliability
to Mobile Cloud From Wireless Sensor Network, IEEE
Transactions on Emerging Topics in ComputingPi3sueol.

3, pp. 84D94, March 2015



Proposed Framework

Proposes a WSIMCC integration scheme called TPS
TPSS features

Time and priority based selective data transmission (TPS
for WSN gateway to cloud
Priority based sleep scheduling (PSS) algorithm to save

energy consumption of WSN; gather and transmit data ir
more reliable way



Motivation

Users maybe interested in this sensed data but, some
sensed data will have more interest than other

Video data of storage room vs. front door, back door and
windows w.r.t intrusion monitoring

Not all sensory data useful/utilized

Transmitting multimedia data can take up a lot of
network bandwidth

Data which is utilized more should be transmitted to tt
cloud with higher priority

These data should also be gathered and transmitted
reliably in order to conserve WSN energy



Usefulness of Sensory Data

User data request features

Time: User request of certain types of data will be more
frequent over a given time period of the day (Watch talk
shows during lunch hours at wio@pm to 3pm)

Priority: Traffic information of whole city is available, but
a user will be more interested for information between
their home and workplace



Reliability of WSN

Reliabilitybwhether WSN is continuously able to
gather and transmit sensory data to cloud successfu

Factors affecting reliablility

Depletion of sensor energy: Limited/constrained sensor
node energy

Failures in sensory data transmission : network congesti
limited bandwidth, and interference

Limitation in storage space of sensor nodes (Note: assur
sensors have sufficient storage space)



TPSS Schematic Overview

o
&

Mobile user 8 = | Data request characteristics

Time
Prority
Data transmlss'wl.l Send data requests
Data retransmission
Powerful data stora
Clowd @ — — — — - 8
Powerful data processing

TPSDT _ Send data query
Data retransmission

Q Data storage
Sensor gateway ® _____ Data processing

Data transmission

@ @ Data retransmission
ey

9l Y 9‘ - Data sensing
e Q‘ =3 & & - - - l'—— Data storage

‘ 4 @ ' Static sensor @l Mobile sensor <33 Video sensor & | Data processing
L e # =

Send data query



TPSDT

Each gateway sets timer recording current time

For each time periog each gatewayg sends the
sensory data to the clowg] according to the start time
and end time of in the PTP table.

For the transmitted data content, each gateg/agnds
the sensory data gathered by each sensor node in ort
according to the priorities of probabilities

Flor éero probabilities, data is not transmitted to the
clou
NOTE authors assume that cloud is able to analyze

historical behaviors of mobile user data requests and
then maintain a PTP table for each mobile user with

respect to time and priority of each sensor node of
interest.



Priority based sleep scheduling (PSS

A sleep scheduling algorithm that takes into accour
time and priority features of requested data

Design Outline

Sensor nodes with non zero probabilities in PTP table
should stay awake in a given time period

Whole sleep scheduled network should be connected
such that it can transmit data to gateway node

A subset of all sensor nodes should be awake In in eac
time period to conserve energy



WSNMCC Integration Outline Using
TPSDT & PSS

Sensor nodes determine their awake and asleep sta
with PSS

Sensor nodes sense the environmental data with a s
frequency and store the sensory data as well as
process the sensory data

Sensor nodes send the processed sensory data to ti
gateway g with the many to one and hop by hop
pattern

Gateway g stores the received sensory data and thet
processes the sensory data



Gateway g selectively transmits the sensory data to
the cloudC with TPSDT

CloudC further stores and processes the received
sensory data

If data transmission fronto g or g to C experiences
data losses or failurespr g performs data
retransmission until the data transmission is succes

Mobile usen issues data requests to clabdnd
cloudC transmits the requested sensory data to the
mobile useu




If data transmission fro@to u encounters data

losses or failure§; performs data retransmission
until the data transmission is successful

CloudC dynamically updates the PTP table with
probablility computations if the time and priority
features of the requested data of the mobile user
are changed and sends the updated PTP table to

gateway in each time period



Evaluations

- Compared to a

WSNMCC
Integration scheme
(GS or general
scheme) which does

not use TPSDT & PS.

Parameter

Parameter value

Number of clouds
Number of users
Number of WSNs
Number of sensor nodes
Number of gateways
Initial sensor energy
Time period
Network size
Default transmission radius
Transmission energy
Reception energy
Transmission amplifier energy
Packet length
Number of packets
k in PSS

1
10
10
100
1
100000 mJ
1 hour
800x 600 m?
60 m
0.0144 m.J
(0.00576 m.J
0.0288 nJ/m?*
12 bytes
1000
1

Evaluation Parameters



Results: Usefulness of Sensory D
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Average usefulness of sensory data for each mobile user over week 1 (a); in week 2 (b) al
week 3 (c).

Averaging over all mobile users, around 85% of the sensory data sent to the cloud with
TPSS are useful to the mobile users, whereas only around 45% of the sensory data sent t

cloud with GS are useful to the mobile users.



Results: Reliability of WSN
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Average reliability of WSN for each mobile user in week 1 (a); in week 2 (b) anc

week 3 (C)

Over each of the three weeks observed, the reliability of WSN with GS is aroun
180 hours for all the mobile users, while the reliability of WSN with TPSS varies
among different mobile users but averages to around 400 hours



Target Coverage using a Collaborative
Platform for Sensor Cloud

Sensor resources are provided as a service to the use

Cost for offering such service depends on the numbel
physical sensors selected for covering the targets (Re
of Interest)

Proposed a twgphase algorithm to address the

problem of selecting minimum number of physic:
sensors to cover a given territory

BiplabK. Sen SunirmaKhatuaand RajibK. Das, IEEE
ANTS 2015



First Phase: Coverage
Integer Programming Problem(IPP) is used to find
minimum set of sensors to cover the targets
Second Phase: Connectivity

heuristic IS used to extend the set such that connei
of all the selected sensors Is ensured



Sensor Cloud Architecture

Sensor Virtualization

The partitioning of a physical sensor node into smallel

virtual sensor nodes (VN) which sense and forward a
physical parameter along with other collocated VNs

Virtual Sensor Network (VSN)

Network of VNs over a dispersed geographical area,
deployed on the physical sensor nodes of multiple

WSN provides, for a particular sensor application that
may change its sensing parameters as well as the are

of interest ordemand



Proposed Architecturévervew




Problem Formulation & Algorithm

Given a set of applicationgy , find the mapping

where tha application is mapped ti VSN, such
that the total set of physical sensdr§ (s minimized.

Formally
f:4; - (VSN); s.t.
TS = UjUUEVSNj (v. VNSN)

Constraint 1: Coverage

— For each target ¢t € U A4;.T, there exists at least on
sensors s € TS such that t 1s covered by s

Constraint 2: Connectivity

— For each sensor s € TS, there is a path directly or
via other sensors in TS to one of the base stations



Algorithm 1: Coverage

Find the minimum number of sensors
required to satisfy all the applications,
Ai , 1 S [ S n

T, = VUA,;. T, set of all target region that
needs to be covered

Define an array y;, 1 < j < m such that,

yi =1if tj € Tay
yj = 0,otherwise



", %' P (Is the available sensors nodes and bas
stations!(',$'o5& $'y ().

A subset of sensors covers each regidrthere is at
least one sensor from the sensor subset that covers

given regions.

IPP Is used to find a cover consisting of minimum nt

of sensors
minimize : Z = Z (x;)

i=k+1

n
subject to: Z (Sl-_,j X xl-_) =y, Vj=1,..,n
i=k+1
S;j = 1, it s; covers t;; 0 otherwise
x; = 1, if s5; is included in the cover; o
otherise



Algorithm 2: Connectivity

There haS to be a pat input : Adjacency Matrix adj, Set of Base Stations B,

Set of Coverage Nodes o
output: Sel ol Minimum Conneclting Nodes M, Sel ol

frOm eaCh Sensor In t Disconnected Nodes 1) if the graph is

disconnecled

cover to at least one J v

W =

BS. Find additional se  [ae (sl indcomponens (wd o
Find closest pair of components (¢, ¢q) sl
of nodes that ensures 01 C Crvourin € CoslCorny Y

il no such pair found then

thIS’ Ca”emonneCtIVIt | goto disconnecied

clse

nOdeS i Pailh « set of nodes in the shortest path
between ¢; and ¢

i, = ¢y U ea UmanPalh

replace ¢3 by v,
remove ¢ from Cy gy
M« M UminPath

disconnected: 12 ¢ Ui.comps)f



Results: Standalone vs. Collaborative

250 No. of Targets | No. of Nodes | Stand-alone | Collaboration

W 100 Targets
cov | con | cov con

150 Targets

250 W200 Targets 400 153 | 116 | 6l 25
g 20 100 500 [ 1129 | B
g 600 T2 | 5T [ 2
200 N[ 2] 76| 19
g 150 W (195109 [ 13| W
L 600 90 [ 111 | 70 | 20
o 400 M5 106 | 89 | 16
50 | 200 500 36 | 106 | 85 | 17
e 600 B0 105 | 82| 19
Collaboration Advantage over Standalone Sensor node requirement:

Collaborative vs. Standalone

I Standalone: When an application is to be served by a single WSN
I Collaborative: When applications are served all available WSNs



Olympus: Building the Paradigm@dS

A CoS decouples the physical sensing infrastructure
from users of sensing services

Automatic and dynamic (de)provision of resources
according to applications demands

Enables transparency of sensor types used
Enables better sensor management

Data from WSANSs can be shared among users

Santos, |. LRirmezL.,Delicatg F. C., Khan, S. U..Zomaya A.Y. (2015). Olympus: Theloud
of SensordEEECIoudComputing2(2), 48566



Improving WSAN lifespan

Processing and reducing the sensed data locally, wit
the physical WSAN improves the WSAN lifespan

Information fusion consists of transforming / joining t

or more pieces of information (data) from different
sources, resulting in other information

Virtual nodes are modeled as computational entities
each one capable of performing an information fusio

technique



Improving the response time of applications

In centralized CoS infrastructures, the response time of an applicatio
depends on several factors

the formation of communication bottlenecks close to the sink node

the size (in hops) of the physical WSAN
the delay in routing data inside the cloud
the delay in processing and making decisions within the cloud

the delay in issuing an actuation message back to the physical WS

The data reduction approach lessens the time spent due to each of t
factors, but does not eliminate them

To overcome this restriction, a feasible approach is to decentralize
appllcatlonso decision processes, leveraging the nedesik
processing capabilities



Olympus

Olympus is an information fusion and CoS based
decentralized WSAN virtualization model

Uses information fusion to reduce and provide data at a
given abstraction level required by users

ItOs a decentralized WSAN virtualization model, in whicl
physical nodes can create and run the virtual nodes loca

Olympus supports both centralized and decentralize
applications



Linking virtual nodes and data abstraction level
of iInformation fusion

DAI-DEO

DEI-DEOC ? ? ?? Decision

XXX

FEI-FEO ? %éé Feature

oat-FEO ©eo

Measurement
DAI-DAO

—

Y /

Physical layer

|

ONne-1o-one

2. One-to-many

3

DAI-DAO data in-data out
DAI-DEO: data m~-decision out FEI-DEO: feature in-decision out
DAI-FEO: data in-feature out FEI-FEO: feature in-feature cut

Many-to-one

Physical WSAN node
Primary virtualization
Composed virtualization

DEI-DEQO: decision in-decisson out




Examples of mary-one virtualization

y ./ o~ e
( | 20

(a) (b)

(a) within the same physical wireless sensor and actuat
network (WSAN) and

(b) comprising different physical WSANS.



Security Risks in SerStwud

Proposed Thrust Areas

The broad motivation of this project is an investigation of the secu
Issues and challenges in the sensor cloud environment, and to de

approaches to secure emerging segtmrds against a variety of
attacks.

Secure PreleploymentDealing with security issues prior to the
deployment of the sensoloud:

Secure Pr@rocessingdealing with security issues prior to the executio
of sensocloud missions

Secure Runtimeealing with security issues during runtime. In particul:
trust and key management issues



Risks in Developing SerSwud

Problems

Despite the benefits, sensdoud computing emerges with a unique
opportunity for abuses and attacks.

Sensor nodes are susceptible to attacks including node capturing and
compromising

Wireless communications can be eavesdropped, captured, or tampered

The infrastructure of the sensdloud can be misused by malicious users

The virtual network topology can be very different from the heterogeneo
physical topologies undernéath, complicating security

Intransit data due to the edemand operations are unattended and
processed in near reéime. Hence, it is difficult to foresee potential
security violations in advance

Most security besgractices cannat be used.in WSNs due to the limitation
IN communication and computation capability @

y
S



Secure Code Dissemination in Sensor Clo

Wireless sensors in sensor clouds are dynamically
provisioned.

New users need to install new applications

New applications need code dissemination from the base
station, which is forwarded by nodes.

Forwarding packets frequently consumes energy;dtie
dissemination should be efficient.

Clusters of wireless sensors in a sensor cloud may be
owned and used by many different entities

Code is forwarded by these nodésnfidentiality of code Is
required.
Integrity of the code is required

Madria, et al.,Secure Code Dissemination in Sensor Claekdls MDM 2014



Overview of the Approach: Security Challenges

When functions are stored on the sensor nodes, requesting
specific functions would leak information.

Use Proxy Re-encryption to encrypt the code stored on the
sensors to provide confidentiality.

To prevent nodes from misusing the encryption key, Proxy Re-
encryption is used

Malicious sensor nodes may try to tamper the code stored
on them so as to change the functionality of the code.

To prevent code storing nodes from injecting corrupt code,
Bloom Filter is used.



Proposed Solutions

| Restructure the application codes to find common functions across the
applications and distribute these functions a priori into the network.

I New application code consists only of new functions, while common
functions can be picked up from the network, thus reducing overall wireless
communication.

I Usage of symmetric proxy re-encryption scheme to store, the common
functions, encrypted on sensors, such that they can be reencrypted with re -
enc key without revealing the end/ deckey.

I Our implementation shows upto % reduction in disseminated code
19.06% reduction in code compared
to Seluge

0 5 10 15 20 25

% of code



Efficient & Secure Code Dissemination in Sensor Clouc

fa fi

fg f,

fc fx

text - fi
fo | |

fu

f,

i

=

APP1 APP?2

\:’ Type 1a function

=

- Type 1b function

fr fi
fe fi
fe f
fy f
iy fiy
fa fa
APP1 APP2

A large amount of code is common between applications in

WSNs

In our approach the code common b/w the applications is
loaded onto the sensors. In subsequent code disseminations
this common code can be picked up by nearby sensors, thus

reducing the overall code transmission

Our security scheme based on proxyre-encryption

and bloom

filters provides confidentiality and integrity of code.
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Performance Analysis
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Bandwidth Consumption compared Energy overhead of the scheme
to Seluge The difference would be compared toSeluge (Selugedoes not
greater for large applications and provide confidentiality of the packets

large networks



Privacy and Integrity Preserving Data
Aggregation in Sensor Cloud

Developa dataaggregatiorschemewhich aggregates
sensordata privately without having the individual
sensorsevealactualdata

Develop an integrity preservingschemewhich can
detectdatainjectionattacksoy corruptsensors
Providea schemedo localizethe maliciousnodedn the
network

Simulate, implement and test the data aggregation
schemein comparisonwith others on a hardware
platformusingTelosMotes

Madria, et al.,Privacy and Integrity Preserving Data Aggregation in Sensor ABEH,
SRDS 2015



Proposed Approach

Use recursive secret sharing as a data structure to h
the data and the integrity key

Since secret sharing is homomaorphic, both the data
and the integrity key are automatically aggregated
Integrity key Is constructed using the data and keyine
material shared with the BS

Use scrambling keys to scramble the shares
(perturbation)



Proposed Aproach
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Risk Assessment and Mitigation in Ser
Clouds (Madria et al., IEEE TSC, 2016

Wireless Sensor Networks (WSNSs) in a Sensor Cloud are deploye
ad-hoc fashion across a large geographical region unattended
Resource constrained which impedes the incorporation of desired
measures to patch up all the security risks that might be present

Networks are integrated with the cloud platform which increases tt
vulnerability to security attacks

Risk assessment for such networks igegonsite before efficient and
effective security measures can be formulated

One must be able to take into account the logicatlation between
different feasible attacks.

For example, a malware propagation from the cloud side to the WS
can lead to node subversion. The subverted node can then be use¢

execute attacks like Sybil and Sinkhole




Proposed Framework

Proposed a Risk Assessment Framework for WSN

a Sensor Cloud using Attack Graphs consists of tt
following three modules:

Attack Graph

Develop attack pattern Create attack graph from
& attack module attack module

A 4
Threat level estimations — Bayesian network

Severity ratings of attacks as Attack’s probability of
per CVSS guidelines success from severity ratings

v

Time frame estimations

Determine misuse frequency & |[Model problem as a continuous-
misuse impact of attacks time Markov process




Results: Attack Graphs

—P] (expected

Violation of confidentiality
threat level — 50% / [—

Net threat level — 20.3%)

Eavesdropping
(0.50)

Adversary within
communication
range (0.825)

Blackhole
(0.501)

!

Sybil
(0.486)

Sinkhole/Selective
forwarding 0.612)

*

Wormbhole
(0.511)

Node Subversion
(0.761)

Spoofing
(0.82)

*

?

Node Replication
(0.413)

Malware attack
(0.86)

Topology
Discovery (0.74)

Physical tamper
(0.716)

Fig 1: Attack Graph with Violationof Confidentialityas

the root node Eachattack node is accompaniedy its
probability of succesa absencef securityneasures

Attack graphs are generated by
studying the attack pattern of an
attack and the network conditions

required to executethemas well the
network conditionsarising due to
theirsuccessfexecution

Attack graphs are representedas
Bayesiametworks

Nodes are assigned with the
probability of succes®f an attack

whichis computedusingtheir Misuse
Frequencynd Misusdmpact



Results: Time Frame Estimations

Time frame estimations predict a time period

depicting the degradation of WSNs security
parameterd confidentiality, integrity, and
avallability.

Service levels are formed using the impact level o
different feasible attacks and the transition matrix
is computed using an attackOs frequency of

execution



lService Attacks Attack SLO SL] SLZ SL} SLX
evels Pattern
SLO0D) | - ' O | 0 | (083)cy 4 (O81) ;| (083)4 | 0
SL1(0.14)| Node Subversion, Spoofing, | C; 1 Lty ! '
Node Replication, Malware at- (077 A
tack, Wormhole, Selective For- ‘ :
warding oL | 0| (O08)5 | (066)c;| (069, | 0
5L.2(0.33)| Eavesdropping, Sybil, Selec- | C; 1 (064 A
tive Forwarding, Spoofing, Al- ‘
ter/Replay, Acknowledgment L2 0 (0‘“)1 (0.44)(;}']
Spoofing, Node Malfunction
SL3(0.50) Frequenty Jamming, Denial of | A Sj 0 U 0 0 (020)1
S Iy ) 0|0
SLx(1.0) | - -
Fig2: ServiceLevelgenerationfor different Fig3: Generation of transition matrix using Misuse
feasible attackson a WSNs The numbers Frequencyf different attacks

depict the impact level of all attacks
belongingto a servicelevel

From Fig.3, estimation of 0.20 signifies that if a time frame of 12 months is assume
availability of a WSN might affected beyond the point of repair in a time period of 3
months (20% of 12 months). Hence it is advisable to perform maintenance every 2
months, if possible.



Access Control of Data in Sensor Clou

o
. The security issue we tackle in this paper Is user

access control of sensor data
Only an authorized user should be able to
access sensor data and the user should only

access data he/she I1s authorized to
User does not have direct access to sensors and the sensors

may be owned by other parties

Which sensors are used and how many sensors are used is not
known In advance

Sensor data Is aggregated in network

The sensor owner may want to place restrictions on the who
accesses their data

Distributed Attribute Based Access Control of Aggregated Data in Sensor Clouds, in
IEEE proceedings3dth Symposium on Reliable Distributed Systems (SRDS 2015)

Montreal, CanadalEEEBest Paper Award



Our contributions

A distributed, fine grained access control
scheme for aggregated data in sensor clouds

. A scheme which considers runtime modification
of authorizations on sensor data

. Integration of access control scheme with a
secure data aggregation scheme

the network data, therefore it is important that any

access control scheme for wireless sensors, work
secure data aggregation algorithm




System Model

The sensor cloud consists of three sets of entities, the User:
the Sensor Cloud Administrator (SCA) and the Sensor Node
(SN)

To access data from the sensors, a user first contacts the se
cloud administrator (SCA) with a query based on the attribut
of the data.
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Adversary model

The adversary in this system is a user who wants to
access data for which he/she has not received access
authorization from the SCA.

The goals of the adversary are
To get access to the data, for which the adversary does nt
have the secret key
To access data for which the adversary does not have
authorization

To tamper with the keys and data meant for other users, s
as to disrupt the protocol



User Queries as Access Trees

User gueries for data can be implemented as access trees

Example:

Data which is either of sensor type T1 or T2, from sensors which belc

to any two of the three sensor owners O1, O2 and O3 and which are
deployed in region R1

.



KRABHEkey policy attribute based encryption)

We start with KFABE for fine grained access control

Using KFABE one can generate a secret key over an
access tree which will decrypt data only If it satisfies

the attributes in the access tree along with the struct
of the tree




KRABE(key policy attribute based
encryption)

The sensors are loaded with the public key PK

When a user wants to access some data, it create
a guery based on the attributes of the intended
data.

This query Is used to create an access tree, whicr
then further used by the SCA to create the secret
key.

When the query Is disseminated in the network, th

sensors check whether they satisfy the query bast
on their attributes.



KRABE(key policy attribute based
encryption)

If a sensor satisfies the query in the access tree, it
generates a session key which is encrypted by using t
PK fragments of the attributes.

Enc = (K*Y {k = s} for all k where k is the attributes in
the query), K is the session key

. _ . Where s is a random number chosen by the sen:
ThisciphertextEnas given to the user. The user can

decrypt this data if he/she has the secret key derived
from the access tree otherwise not



KRABE decryption

Decryption takes place according to the access tree
a bottom up manner

We want to aggregate encrypted data but KABE is not homomorphic
and so Is not suitable to ciphertext addition

We encrypt data first byPalillierencryption and then use-KBE to
encrypt it further based on the attributes



Putting it all together: gy o /o

The user sends its query to the SCA

The SCA generates an access ttgeyer the query and creates a
secret key over this tree.

The SCA returns the secret key dnddq the user

The user disseminatéy s the query in the sensor network
A query tree is formed. The tree consists of nodes, which satisfy t
user query

Once the tree is formed, each node generates a random session |
and encrypts it usingaillierencryption
ThePalillierencryptedciphertextis again encrypted using K&ABE

Thisciphertextis aggregated on the intermediate nodes, on its way
to the user
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Putting it all together: o o0

This encrypted session key gets aggregated in the network.

The user receives the aggregamghertext If the user has

received a corresponding secret key from the SCA, it will be
able to decrypt the session key other wise not.

Once the user has decrypted the session key, the user will
generate PIPkeys.

IPIP was published in SRDS 2013
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Putting it all together: -7 .. 7,

PIP Is a secure data aggregation algorithm which works on
symmetric keys and provides integrity and privacy of data

The sensors on their end can generate PIP keys from their
session keys.

Once the keys have been established, the sensors use the:
PIP keys to encrypt and transmit data securely to the user

The user on the other end can decrypt PIP encrypted data
with the aggregate PIP keys



PIP

PIP is a secure data aggregation scheme which uses
symmetric keys

It providesintegrity and privacyof aggregate data

It uses a recursive secret sharing scheme based on
ShamirOs secret sharing.

PIP also provides a schemddoatemalicious nodes In
the network which inject false data in the aggregate

PIP uses a secure tree algorithm adapts itself to work
around nodes which are either dead or maliciously sto
sending data forward



Setup Phase SCA (@)

R1
. o©
s . . 0 o
O O
@
R2 o o O
SCA creat: (@)
attributes. (@) e
ke o
ttributes \@6% o o @ OQ
X
- R ©
2 o0 %0
R— © o
Query: | want to collect data which is either o [C
sensor type T1 or T2, from sensors which bel @)

to A, and which are deployed in region R2

N Some nodes such as ID are not shown for the sake of simp



Data Aggregation key generation Phase SCA (@)

100

Each node generates a partial
session key s and encrypts it as

"#$% &0} * *,%-" &%+/0% !
which is aggregated and sent
back along the tree




Data Aggregation Phase SCA

101

Data is encrypted using PIP
symmetric keys, aggregated

homomorphicalignd sent to the

The user decrypts data e

using PIP aggregate keys

—

Nodes generate the symmetric PIP (@) o
keys from their individual session o

keys
The user can generate
aggregate PIP keys from the

aggregate session key




Modifying access at run time

.~ Data generated by a sensor network may hold
different degree of importance at different times.

. Example: A WSN is deployed in a building to keer

track of the number of people passing through the
building. This information is public and may be
accessed by anyone. If however, there is an event

the building, the authorization level of this
Information is escalated so that only authorized
personnel may access the information about the €

The network owner should have control over the networkOs data



Performance Evaluation

The scheme was implemented on Mica2 sensor mc
using TinyOS2.x

The table shows the execution time and energy
consumption of the required operations

Operations Exec. Time (ms) | Energy Con. (mJ)
Scalar Multiplication 2551 61.224
" Ext. Field Multiplication | 89 - 2.136
Ext. Field Cubing 3 0.072
" Ext. Field Exponentiation | 689 16.536
Paillier Key Generation 453 10.872
Point Addition 116 2.784
Optimised Scalar Mult. 857 20.568




Performance Evaluation

Comparison with other schemes

Scheme | Scalar Mul. | Extension Extension | Paillier
Field Mul. Field Exp. Key-Gen
FDAC | [A;[+1 1 1 10
Rujet. al | [A;]+1 1 l | 0
Ours |A;|+1 1 1 1
Scheme | Access Control | User Revocation
FDAC (A;[+1)G1 +1Gr | 1Gr +1Gy
Ruj et. al (]A)DCH +1G; +1Gp | \AJ]G}
Ours (|AJ| +1)Gy + 1Gp

| 1lidenti fier|

Computation complexity on nodes

Our scheme requires an additiorRadillier
key-gen operation, however compared to
the computation overhead of the scalar

operations, the extr&aillier key-gen
operation is negligible

Communication complexity on nodes

Communication complexity for establish
access control is same for all three sche
but our scheme has a much lower

complexity for user revocation



Performance Evaluation
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Number of attributes in the query

Average throughput with nodes under attack
We assume that nodes under attack do not
send any data. Our scheme on account of
being distributed performs better under attack

Delay in Query tree formation

We simulated three networks in TOSSIM with
100, 500 and 1000 nodes. The figure shows

that the number of attributes has a very small
impact on the delay in forming the query tree,
which is dominated more by the size of
network
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